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Project Description 

In our final project we send ESPDUs from a mobile device (self-written application) over a private Wi-Fi 
to a laptop This PDU contents the actual position of the mobile phone. On the laptop there is a kind of 
“relay” software running. This software captures the ESPDU packet and send it over the VPN (argon) to 
another laptop (Stefan) within the argon network. 
On this machine some part of the ESPDU is printed out. 
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Implementation 

The code for the Android device was written in KOTLIN. Therefore, the openDIS libraries had to be 
compiled with JAVA version 1.8. 
 

Because KOTLIN is a relatively new language, here are the important part of the source code out of the 
MainActivity.kt class (all the code was uploaded to GitLab). 

 

startButton.setOnClickListener { 
    try{ 
        val socket = MulticastSocket(3000) 
        // possition? 
        fusedLocationClient = LocationServices.getFusedLocationProviderClient(this) 
        if (checkPermission( 
                Manifest.permission.ACCESS_COARSE_LOCATION, 
                Manifest.permission.ACCESS_FINE_LOCATION 
            )) { 
            fusedLocationClient.lastLocation?. 
            addOnSuccessListener( 
                this 
            ) { location: Location? -> 
                // Got last known location. In some rare 
                // situations this can be null. 
                if(location == null) { 
                    Log.e("GPS_ERROR", location.toString()) 
                    // TODO, handle it 
                } else location.apply { 
                    // Handle location object 
                    latitude = location.latitude 
                    longitude = location.longitude 
                    altitude = location.altitude 
                    // creating the pdu 
                    var espdu = EntityStatePdu() 
                    var espduLocation = Vector3Double() 
                    espdu.exerciseID = 1.toByte() 
                    espdu.entityID = EntityID().setEntityID(666) 
                    espdu.forceId = ForceID.OPPOSING 
                    var entityLocation = espdu.setEntityLocation(espduLocation) 
                    var disCoordinates = CoordinateConversions. 
     getXYZfromLatLonDegrees( 
                        latitude, 
                        longitude, 
                        2.0 
                    ) 
                    espduLocation.x = disCoordinates[0] 
                    espduLocation.y = disCoordinates[1] 
                    espduLocation.z = disCoordinates[2] 
                    espdu.entityLocation = espduLocation 
                    var entityType = EntityType() 
                    entityType.country = Country.GERMANY_DEU 
                    entityType.entityKind = EntityKind.PLATFORM 
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                    entityType.domain = Domain.inst(PlatformDomain.LAND) 
                    entityType.category = 1.toByte() //tank 
                    entityType.subCategory = 1.toByte() //something ?? 
                    entityType.specific = 1.toByte() //something ?? 
                    espdu.entityType = entityType 
                    Log.e("lat", "" + latitude) 
                    Log.e("long", "" + longitude) 
                    Log.e("alt", "" + altitude) 
                    var timeStamp = DisTime().disAbsoluteTimestamp 
                    espdu.timestamp = timeStamp 
                    val baos = ByteArrayOutputStream() 
                    val dos = DataOutputStream(baos) 
                    espdu.marshal(dos) 
                    val data = baos.toByteArray() 
                    var ina = InetAddress.getByName("192.168.188.106") 
                    var dp = DatagramPacket(data, data.size) 
                    dp.setAddress(ina) 
                    dp.setPort(3000) 
                    socket.send(dp) 
                    socket.close() 
                    Toast.makeText(this@MainActivity, "try...")                } 
            } 
        } 
    } 
 
 
After compiling and installing the software on my mobile phone (Samsung J7) it looks like this: 

 

Pressing the “Start” button the mobile creates an ESPDU and send it via Wi-Fi to the laptop 
(192.168.188.106). 
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The laptop received the package (see Wireshark capture on 192.168.188.106): 

  

The mobile device has the IP 192.168.188.47. 
In the class GermanyEspduReceiverEspduVPNSender the package is captured, printed out on the 
console, and send it over a VPN. 

 

This is the console output: 
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The laptop sends the package (see Wireshark capture on 10.1.105.9): 

 

It is sent to Stefan’s laptop with the IP: 10.1.105.10.  
On this machine the class GermanyEspduVPNReceiver is running. It catches the ESPDU and print some 
values out. 

 

 

 

 


